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In today’s volatile global environment, our military forces operate in multi-theater conflicts, forcing units to operate jointly with sister services’ units in an atypical environment, including electromagnetic environments. The effectiveness of these units rests on their ability to understand these environments and use that knowledge to carry out their mission safely. One area of electromagnetics critical to safe joint operations is properly assessing the risks associated with introducing unknown ordnance into a shipboard electromagnetic environment (EME). The Joint Spectrum Center (JSC) has developed the JSC Ordnance Electromagnetic Environment Effects (E3) Risk Assessment Database (JOERAD) to automate such assessments. 

JOERAD evaluates for HERO restrictions under joint operations, and allows the warfighter to analyze various parameters to include the non-U.S. Navy units’ particular equipment. JOERAD then determines the required restrictions while conducting ordnance evolutions. It is essential for the commanders to know what restrictions to observe to prepare properly. 

JOERAD compares emitter effects and characteristics (power, frequency, and antenna gain) to an ordnance item’s susceptibility levels, calculates potential interactions, then develops HERO solutions that may permit use of otherwise restricted emitters. JOERAD conducts an impact assessment of HERO for embarking ordnance items and Electromagnetic Vulnerability (EMV) of non-Navy avionics systems. This impact assessment assists in the management of possible conflicts between ordnance and radio frequency emitters employed in a joint integrated operation or exercise. JOERAD supports operational commanders and planners with its impact assessment by providing safe separations distances and safe operating emitter power levels. 

The JOERAD software can be used by any agency, unit, or individual involved in performing HERO safety analyses or gathering HERO data. Most common users would be Ordnance Handling Officers (OHO), Operations Officers (OPSO), and embarked battle-group staff personnel; commanders involved with the planning of joint operations, i.e., Army helicopters embarked onboard Navy carriers or amphibious ships. JOERAD allows ordnance personnel to determine HERO restrictions and set the required EMCON conditions on the flight deck and the hangar deck by providing an accurate analysis of ordnance locations with respect to shipboard emitter antenna location and distances. The assessment results can be saved and updated as needed providing the unit with a dynamic document that evaluates and records safe distances and restrictions in a joint operation.

The vision of JOERAD is to create a total EM conflict resolution package for commanders, planners, and warfighters to use to make safe, informed decisions. JOERAD can be used throughout pre-deployment check procedures to supplement the on-site guidance from the NSWCDD engineers and during joint tactical operations when immediate information is required. JOERAD should be used each time new ordnance items are introduced to the ship that are not included in the NSWCDD Emissions Control (EMCON) bill, or when operational requirements dictate immediate changes to existing HERO guidance. The database contained within the program is classified and a specific protocol must be followed to obtain the program. For more information about JOERAD, go to the Joint Spectrum Center website to get the latest data and request the software: www.jsc.mil/jsce3/ordnance/ordnance.asp.
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