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Introduction to ORM (Operational Risk Management)

What is ORM?

ORM is a decision making tool- used by people at all levels to increase operational effectiveness by anticipating hazards and reducing the potential for loss, thereby increasing the probability of a successful mission.

ORM is an effective tool for maintaining readiness in peacetime and success in combat because it helps conserve assets so they can be applied at the decisive time and place.

ORM is not just an S-3 or S-4 shop function.  Small unit leaders and individual Marines make risk decisions everyday, and need to know how to manage risks.

Force reductions make every Marine and piece of equipment more critical to mission success.

ORM process is proven to be mission supportive.

Moral responsibility to protect our Marines.

How ORM Works

ORM is a closed loop process of identifying and controlling hazards.  It follows a 5-step sequence, is applied on one of three levels depending on the situation, and is guided by 4 principles.

Purpose of ORM

The purpose of ORM is to minimize risks to acceptable levels, proportional to mission accomplishment.

Goal Of ORM

The goal of ORM is to manage risk so the mission can be accomplished with the minimum amount of loss.

Benefits Of ORM

Applying the ORM process will reduce mishaps, lower injury and property damage costs, provide for more effective use of resources, improve training realism and effectiveness, and improve readiness.

Origin Of ORM

The ORM concept grew out of ideas originally developed to improve safety in the development of new weapons, aircraft and space vehicles, and nuclear power.  The US Army adopted Risk Management in 1991 to reduce training and combat losses.

Integration Into USMC

MCO 3500.27 “Operational Risk Management” dated 3 April 1997 implements ORM in the USMC.  MCO 3500.27 makes ORM an integral part of planning, training, and operations for Marine Corps units.

ALMAR 210/97 states, “Our goal is to institutionalize the ORM process so that all Marines apply it—as a matter of course—in their planning, training and operations.  To that end, commanders shall incorporate ORM into their operational routines.  This includes regular use of the process for crisis action and exercise planning, clear guidance in the commander’s intent on the level of acceptable risk, and discussion of risk assessment and controls at decision briefs.”

Why ORM?

Because!

Unnecessary losses are detrimental to operational capability!  Unnecessary mishaps cause unnecessary losses every day in the Marine Corps.  ORM will help reduce those losses.

Combat Losses

US Forces have historically lost a larger percentage of battle assets to mishaps than to enemy action.


WWII

1942-45
Korea

1950-53
Vietnam

1965-72
DS/DS

1990-91

Mishaps
56%
44%
54%
75%

Friendly Fire
1%
1%
1%
5%

Enemy Action
43%
55%
45%
20%

Mishap Injuries

Reported USMC Ground mishap injuries during FY 1991-1999

Category
Marine

Mishaps
14,049

Fatalities
962

Permanent Total Disability
111

Permanent Partial Disability
364

Lost Time Injury (1+ days)
14,046

Hospital Days
22,946

Lost Days (Non-Hospital)
95,568

NOTES:  “Marine” includes Sailors & Soldiers attached to Marine Corps units.  Table does NOT include light duty or follow-up treatment.  Statistics include on and off duty mishaps.

Mishap $ Costs

Reported USMC Ground mishap dollar costs during FY 1994-99

Category
Total

Injury & Fatality Cost
$188,700,836

Property Damage
$30,073,474

Injury & Fatality

+

Property Damage
$218,774,310

Why ORM?

We’ve Always Done It!

Marine Corps leaders have always practiced risk management in their operational decision making process.  However, the approach to risk, and the degree of success in dealing with it, has varied widely depending on the leader and his/her level of training and experience.

The evaluation of different COA’s, mission GO/NO GO criteria, and Mission/Confirmation briefings are all examples of how Marine Corps leaders have managed risk, and don’t forget the use of common sense.

Leadership 101

There are two goals of leadership:  Accomplish the mission, and welfare of the Marines.  Leadership failures are often contributing causes of unnecessary mishaps, resulting in one or both of the goals not being accomplished.

The principles of ORM can be taught and effectively applied throughout the Marine Corps to enhance the decision-making (leadership capabilities of all personnel.

Common Mishap Causes

Individual failure.  Marine knows and is trained to standard but elects not to follow the standard (self-discipline).

Support Failure.  Equipment/material improperly designed or not provided.

Leader Failure.  Leader does not enforce known standard.

Training Failure.  Marine not trained to known standard (insufficient, incorrect, or no training on task).

Standards Failure.  Standards/procedures not clear or practical or do not exist.

Approach To Risk Comparison  

Traditional vs. ORM approach to managing risk.

Traditional
ORM

Random, Individual Dependent
Systematic

Common Sense
Methodical

Uninformed Decision
Informed Decision

“Can do” regardless of risk
Conscious decision based on risk vs. benefit

Compliance Based
Involvement & Empowerment

Reactive
Proactive

ORM Terms
Hazard

A condition with the potential to cause illness, injury, death, property damage, or mission degradation.

Cause
Something that produces an effect, result, or consequence.

The person, event, or condition responsible for an action or result.

Sample Hazards and Causes

NOTE: A hazard at one echelon may be a cause at another echelon.

Hazards
Causes

Operating Equipment
Operator error- Mechanical failure

Weather
LTA clothing- Limited visibility

Enemy Forces
Enemy Actions

Friendly Forces
LTA control measures

Live Fire
Cook off – LTA training

Terrain
Vehicle Rollover

Change
New hazards & reduced effectiveness of controls

A cause is more specific than a hazard.  A method of clarifying if something is a hazard or a cause is to ask the question, “Is this specific enough to help identify a corrective control?”  If the answer is ‘no’ it is a hazard, if the answer is ‘yes’ it is a cause.  It is important to properly identify hazards and causes because there may be several causes associated with one hazard.  If the more specific causes are not identified, necessary controls may be omitted resulting in the hazard not being eliminated or it’s risk inadequately reduced.

Risk

A possible loss expressed in terms of severity and probability.

Leaders can make better decisions once a hazard is converted to a risk.

Risk Assessment

The process of detecting hazards and assessing associated risks.  Step 1 and Step 2 of ORM constituted a risk assessment.

Severity

Expected consequence of an event in terms of degree of injury, illness, property damage, or other mission-impairing factor.

ORM Terms  (continued)

Controls

Actions taken to eliminate hazards or reduce their risk.

Three Types of Controls

Three types of controls can be used, in most effective to least effective order they are – Engineering controls, Administrative controls, & Personal Protective Equipment.

Engineering Controls

Controls that use engineering methods to reduce risk by Design, or Material Selection or Substitution.

When technically and economically feasible, engineering controls are the best to use because they usually eliminate the hazard.  Their drawback is they may not be feasible in many cases.

Administrative Controls

Administrative controls reduce risk through specific administrative actions:


Provide warnings, markings, placards, signs, & notices;


Written policies, programs, instructions, & SOP’s;


Train Marines to recognize hazards & take proper action;


Limit the number of personnel/equipment, or the time exposed to a hazard.

Administrative controls are effective in reducing risks when used properly.

Sample Administrative Controls

Rehearsals
Briefs

Graphic Control Measures

Ground guides
SOP’s

Rest Plans

Traffic signs
Drills

Rules of engagement

Rest plans
Dispersion
Cover and Concealment

NVG’s

MOS Prerequisites

Personal Protective Equipment

Serves as a barrier between a person and a hazard.

PPE is the least effective type of control because it does not reduce the probability of a mishap occurring, it only reduces the severity when a mishap does occur.  Use PPE when other controls do not reduce the risk to an acceptable level. 

5 Steps of Performing ORM

5 Step Process

Memory Acronym- I AM IS
1. Identify Hazards

2. Assess Hazards

3. Make Risk Decisions

4. Implement Controls

5. Supervise

ORM in BAMCIS

The 5 Steps of ORM are performed within – not instead of BAMCIS.  Anytime a new hazard is identified it triggers the remaining ORM steps. 

BAMCIS
ORM

Begin Planning
Identify Hazards

Arrange Recon


Make Recon
Assess the Hazards

Complete the Plan
Make Risk Decisions

Issue the Order
Implement Controls

Supervise
Supervise

Step 1
Identify Hazards

· Conduct an Operational Analysis

List major steps of the operation

· Conduct a Preliminary Hazard Analysis

List the hazards associated with each step

List the possible causes of the hazards

The tools at the end of this handout may be used to enhance or replace step 1 as shown above for t certain specialized applications. 

5 Steps of Performing ORM (continued)

Step 2
Assess Hazards
· Determine degree of risk for each hazard in terms of severity and probability.

Use of a matrix is recommended but not required.  A matrix provides a consistent framework for evaluation and shows the relative perceived risk between hazards and prioritizes which hazards to control first. 

Any Matrix that supports the specific application may be used. 

RAC

Matrix
Mishap Probability


Likely
Probably
May
Unlikely

Hazard

Severity
Critical
1
1
2
3


Serious
1
2
3
4


Moderate
2
3
4
5


Minor
3
4
5
5

Risk Assessment Code (RAC)

1- Critical
2 – Serious
3 – Moderate
4 – Minor
5 – Negligible

Hazard Severity

Critical – May cause death, loss of facility/asset, or grave damage to national interests.

Serious – May cause sever injury, illness, property damage; or damage to national or service interests.

Moderate – May cause minor injury, illness, property damage; or damage to national, service, or command interests.

Minor – Minimal threat.

Mishap Probability

Likely – Likely to occur immediately or in a short period of time.  Expected to occur several times to an individual item or person, or continuously to a group.

Probably – Probably will occur in time.  Reasonably expected to occur some time to an individual item or person, or continuously to a group.

May – May occur in time.  Reasonably expected to occur some time to an individual item or person, or several times to a group. 

Unlikely – Unlikely to occur.

5 Steps of Performing ORM (continued)
Step 3
Make Risk Decisions

· Develop controls for each hazard to eliminate the hazard or reduce the risk until the 

        Benefit > Risk.

· Develop controls for the most serious hazards first!  You may not have time to control every hazard – so control the worst hazards first.

· Determine residual risk.

· Assess each hazard’s risk again (step 2 repeated) with the controls in place to determine residual risk.

· Make Risk Decision – With the controls in place is the Benefit > the Risk?

· Accept the risk if the Benefit>Risk

· Communicate with higher authority if

Risk > Benefit

Risk exceeds the Commander’s stated intent

Help is needed to implement controls


Step 4
Implement Controls

· Incorporate selected controls into:

- SOP’s, LOI’s, Orders, Briefs, Training, and Rehearsals

· Communicate selected controls to the lowest level.  Who will do what by when?

· Implementation goes wrong for the following reasons:

-Wrong control for the problem

-Operators dislike it

-Leaders dislike it

-It’s too costly

-It’s overmatched by other priorities

-It’s misunderstood

-Nobody measures until it’s too late

Step 5
Supervise

· Enforce standards and controls.

· Ensure Marines are performing tasks to standard.

· Ensure controls are in place and having the desired effect.

· Remain alert for changes and unexpected developments that require Time Critical or Deliberate ORM.

· Take corrective action when necessary.

3 Levels of Applying ORM

General

The nature of military operations requires the ORM process to be tremendously flexible.  Leaders must often make tough, complex decisions in a matter of minutes, or even seconds.  On the other hand, many decisions permit weeks or months of staff work.  ORM exists on three levels (which are identical except for the level of detail that goes into the process) and can be applied in any situation to control risk.  The Commander chooses which level of ORM to use based on the mission, situation, time available, proficiency level of personnel, and the assets available.

Time Critical ORM

An on-the-run mental or oral review of the situation using the 5 step ORM process without recording on paper. 

· Time Critical ORM is the normal level applied in the execution phase of training and operations to control hazards introduced by unexpected events and changes to the plan.

Deliberate ORM

Application of the complete 5 step process and is recorded on paper.

· Applied in Planning Operations

· Used for

· Evaluating SOP’s

· Evaluating training and maintenance procedures

· Damage Control and Disaster Response plans

In-Depth ORM

The Deliberate ORM process with a more detailed risk assessment (steps 1 & 2) using advanced tools.  Professional expertise will probably be needed when performing In-Depth ORM.

· Used in:

-Long term planning of complex operations

-Introducing new equipment

-Introducing new tactics

-Introducing new training curricula

4 Principles of Applying ORM

#1

Accept risk when the Benefit>Risk.

· Risk is inherent in the nature of military action.

· Leaders who are in the risk-taking business must be top-quality risk managers.

· Risk is usually proportional to gain.

· You cannot eliminate all risk

#2

Accept no unnecessary risk.

· An unnecessary risk is any risk that, if taken, will not contribute meaningfully to mission accomplishment.

· Leaders who accept unnecessary risks are gambling with the lives of their Marines – for nothing.

· The gambler doesn’t know what will happen; the risk -managing leader can reasonably predict what the outcome will be. 

#3

Anticipate and manage risks by planning.

· Risks are more easily controlled when identified in planning because more time, assets, and options are available to deal with the risk.

· It improves efficiency and saves money if ORM is integrated early in the planning process.  If risk controls are tacked on as an afterthought in training or in combat, they will probably fail.

· Proper Prior Planning Prevents Poor Performance

#4

Make risk decisions at the right level.

· The leader directly responsible for the operation makes risk decisions. 

· If Risk > Benefit; goes beyond the Commander’s stated intent; or help is needed to implement controls – communicate with higher authority.

Implementing ORM

CG MCCDC

Develop curricula and incorporate ORM instruction in each level of formal leadership training, GMT, and other appropriate courses.

Integrate ORM into ITS’s and MCCRES.

Address ORM in appropriate doctrinal publications.

MEF Commanders

Incorporate ORM into operations, exercises, and training.

Address ORM in post exercise / operation reports.

Unit Commanders

Provide ORM training to personnel.

Incorporate identified hazards, assessments, and controls into briefs, notices, and written plans. 

Conduct a thorough risk assessment for all new or complex evolutions, defining acceptable risk and possible contingencies for the evolution.

Address ORM in safety, training, and lessons-learned reports.  Reports should comment on hazards, risk assessments, and effectiveness of controls implemented.

SNCO’s

Usually have the most experience and are often the subject matter experts, and should take an active role in identifying hazards and appropriate controls.

SNCO’s play a key role in supervision.  Enforce standards.  When Marines take shortcuts or do it their way, mishaps will occur.  Supervise: Ensure ORM is used in the planning process.  Are the selected controls actually in place?  Are the controls having the desired effect?  Remain alert for unexpected events and changes which introduce new hazards, then conduct Time Critical or Deliberate ORM. Take corrective action when necessary.

NCO’s

NCO’s are the first line of supervision and as small unit leaders have to make risk decision every day.  The unit’s ORM effort will come up short without effective supervision of standards and controls by NCO’s.

Individual Marine

Individual Marines are responsible for supervising themselves (self-discipline) and performing assigned tasks to standard.  They must also recognize unsafe acts and conditions, and either take corrective action or report discrepancies to the chain of command.

Applying ORM Off-Duty

General 

Off-duty mishaps are extremely detrimental to operational capability!  ORM is applied exactly the same off-duty as on duty, the only indifference is the individual Marine is the one making the risk decisions.  The 5 steps are the same, the 4 principles are the same, and the 3 levels are the same.

Once Marines have been trained in and use ORM, it becomes an automatic part of their thought process.  In time Marines will use it even when off-duty.  Most Marines will then make better risk decision as opposed to past decisions they made based on their youthful immaturity, “immortality” and “experience”.

Command Role

Command oversight and creative intervention CAN reduce off-duty mishaps.  Some units go years without an off-duty fatality, seriously injury, DUI, etc., while some unit’s personnel have serious off-duty incidents on a regular basis.  One unit by changing 96 hour liberty hours to 1500-1500.  That may or may not work for your unit.  The point is, if you do things the same way as you always have, you must try something new.  Identify where and when your unit’s Marines are getting into trouble off-duty, and then do something about it!  Reducing off-duty mishaps keeps Marines alive and increases the unit’s operational capability because Marines are available for training and operations instead of laying in a hospital bed, getting physical therapy, being on light duty, etc.

Why Bother?  

Applying ORM only On-duty would be like putting a Band-Aid on a severed leg!

Top Five (of ten) Mishap Categories

Marine Corps Ground Mishaps FY 91-99


#1
#2
#3
#4
#5

Mishaps
Industrial

4255
POV
3111
GMV 

2130
Training

2018
Other On duty 

1442

Fatalities
POV

526
Motorcycle

113
Training

72
Sport/Rec Off-duty

61
Other Off-duty

49

Perm. Total Disability
POV

59
Motorcycle

18
Sport/Rec Off-duty

14
Training

6
Other Off-duty

5

Perm. Partial Disability
POV

119
Training

49
Motorcycle

47
Industrial On-duty
39
Other Off-duty
37

Lost Time Injuries
Industrial On-duty

4178
POV
3029
Training
1945
Other On-duty

1384
Sports/Rec Off-duty

1095

Affinity Diagram

Description

Affinity Diagram is a technique that breaks an operation down into categories to focus the analysis’s efforts on one area at a time.  It is similar in use to an operational analysis; except that the Affinity Diagram groups similar items together instead of listing in chronological sequence.

Application

As a stand-alone hazard analysis technique, especially valuable in combat hazard identification.

Method

1.  Separate into categories.

2.  List the hazards associated with each category.

3.  List the possible causes of the hazards.

Sample:

Mission:

    Categories


      Hazards


        Causes

Enemy
SALUTE



DRAW-D


Terrain & Weather
Terrain



Visibility



Time of Day



Temperature


Troops
Training



Physical Condition



Morale


Fire Support
Type Support



Range



Control Measures


Time
Planning



Rehearsals



Movement/Execution


Space



Logistics



Brainstorming

Description

This technique guides a group in an interactive exchange of ideas, deferring judgement until the end of the session.  It is a good way to quickly generate many diverse ideas.  This technique is particularly effective when participants feel “free” to offer their ideas without fear of criticism.

Application

Used alone or as a means of enhancing the effectiveness of almost any other hazard analysis technique.

Guidelines

Encourage active participation of all group members.

Develop a high-energy, enthusiastic climate.

Do not criticize or compliment ideas as they are presented.

Encourage creative thinking, including out of the box ideas.

Build and expand on the ideas of others.

Avoid stopping when the ideas slow down; try to generate as long a list as possible within the allotted time.

Method

A brainstorming session may be structured (each group member presents an idea in turn) or  unstructured    ( the facilitator accepts random inputs form the group).  Structured brainstorming ensures participation by all group members.  Unstructured brainstorming may be dominated by one of more group members.

To conduct a brainstorming session:

1. Review the guidelines for brainstorming.

2. Clearly state the question and the time limit (15-60 minutes).

3. Members take turns calling out ideas.  (For structured brainstorming, this is done in order.  Members pass when an idea does not come to mind quickly, but may contribute on the next round).

4. Record each idea exactly as presented on a flipchart/board/post-it note, visible to all group members.

5. After all ideas have been presented, discus the ideas to ensure that all member have the same understanding of each idea.  Eliminate duplications or out of context suggestions.

