NSC Website Breach Frequently Asked Questions


We regret this unfortunate development and apologize for any inconvenience or concerns this may cause.  We understand our responsibility to protect privileged information and we are taking every step necessary to ensure this does not happen again.  With the assistance of the Navy's IT experts, we have completed a thorough technical review of our website.

To help you understand the situation, we have provided a list of commonly asked questions regarding the breach of personal data.  Should you need additional assistance, you may contact us or visit any of the web resources below to learn more about protecting your personal information.

Naval Safety Center Contacts: 

JAG:  (757) 444-3520, Ext. 7047

Flag Secretary:  (757) 444-3520, Ext. 7015

PAO:  (757) 444-3520, Ext. 7312

Additional Resources:

Fleet Family Support Centers: www.ffsp.navy.mil 

Navy Legal Service Offices: www.jag.navy.mil/html/NLSONCLegalassistance.htm    

Federal Trade Commission: www.consumer.gov/idtheft   

1.
What information was compromised?

· Names and SSNs of 103,238 Navy and Marine Corps aviators and aircrew (and others who logged flight time on naval aircraft for 40+ years), including active duty and reserve, and those who resigned or retired. 

· The information was also contained in 1,083 Web-Enabled Safety System disks that were mailed to Navy and Marine Corps commands.

2.
How did you find out about this problem?

The information was discovered on July 6, 2006, by a website user who notified NSC immediately. 

3.
How did the individual get hold of the information?

The information had been inadvertently posted in an application, which was downloaded by the user. However, the information was not used directly as part of the application.

4.
What was this application?

The application was a stand-alone version to support a web-enabled mishap-reporting tool. The data was not readily viewable by the average user, as it required significant manipulation of the source files to access the information. Users of this application are typically safety officers or personnel responsible for reporting hazards or mishaps that occurred at their commands. However, no mishap data was included on the table in question, only names and social security numbers.

5.
How long was the data on the Web site?

Since December 2005. 

6.
When were the disks mailed?

Starting in December 2005, they have been mailed in response to requests. The Safety Center is actively recalling the disks sent to various Navy and Marine Corps commands. A personal message from NSC Commander to commanding officers requests all safety managers collect and return the disks to us.  

7.
What should I do if I have a copy of the Web Enabled Safety System Disconnected System (WESS DS) version 2.3.1?

The Naval Safety Center is urgently recalling all CDs containing this version of WESS DS. If you are using WESS DS, we request your assistance in ensuring that it is immediately removed from your computers and that you return the CD immediately to: Naval Safety Center, 375 A Street, Norfolk, VA 23511. For those we've identified as WESS DS users, we will be mailing a new CD with a corrected version of the program, and an envelope to mail back the recalled CD.

8.
How can I find out if I was affected?

The Navy Personnel Command (NPC) call center in Millington, Tenn., is available to assist affected personnel. Call 1-866-827-5672.

9.
If my name was on the list, what should I do?

Watch for suspicious activity.

· Closely monitor your bank and credit card statements for fraudulent transactions. 

· Place a 90-day fraud alert on your credit report, which tells creditors to contact you before opening any new accounts or making any changes to your existing accounts. This action may cause some delays if you're trying to obtain new credit. 

· You only need to contact one of the three companies - Equifax (http://www.equifax.com/), Experian (http://www.experian.com/), or TransUnion (http://www.transunion.com/)- to place an alert. The company you call is required to contact the other two. 

· Once you create the fraud alert, you're entitled to free copies of your credit reports. Review these reports for inquiries from companies you haven't contacted or accounts you didn't open.

· If you still want the alert after 90 days, you'll need to renew it.

· If you find fraudulent accounts or transactions, contact the financial institution to close the fraudulent accounts or accounts that have been tampered with. File a report with your local police department. And file a complaint with the FTC (https://rn.ftc.gov/pls/dod/widtpubl$.startup?Z_ORG_CODE=PU03).

10.
Has any data actually been misused?

There is no evidence that any of the data has been used illegally thus far.

11.
The information on my spouse, who is deceased, is included on this list.  What action must I take?

It is recommended that you take the same precaution regarding the personal information of your deceased spouse. (See FAQ #9.) 

12.
Why do you think there may be compromised information? Has anyone had a problem?

Although the information was available, there is no evidence that any of the data has been used illegally, but we are advising affected personnel to monitor their personal information for any suspicious activity.

13.
When will you notify affected individuals their data has been compromised?

We have identified and notified affected personnel via letters.

14.
What safeguards are in place to protect personal data and where did we get this information?

To prevent future security breaches, the Naval Safety Center has placed a new level of quality assurance review of all data published on our website. Internal safeguards implemented include restricting the number of personnel with posting access and quality control procedures that include several additional checks of the data prior to posting. The data or flight hours are sent to us from the Naval Air Systems Command on a monthly basis for mishap statistics.

15.
Are any other navy.mil web sites affected?

No.

16.
Is the data of any of these personnel also part of the VA data loss, and/or the recent (22 June) loss of 28,000 Navy names, or the VA posting two months ago?

No, it is not related.

17.
Was this a criminal act?

This information was inadvertently posted on the website by the Naval Safety Center. There was no malicious intent.

18.
How could my personal information be included on this list if I have never flown a Naval aircraft or never been designated as an aviator? 

If you have flown as a passenger on a multi-engine or transport aircraft or as essential personnel in official mission status, your name would have been listed with the aircrew as part of the manifest requirements. 

19.
Why is the information still available after 40 years?

The Naval Safety Center has been collecting data from the Naval Air Systems Command (NAVAIR), through the Individual Flight Activity Reporting System (IFARS) database for purposes of analysis of aggregate information on flight hours so we can conduct trending and rate analysis of aviation mishaps. The Navy is required, in accordance with OPNAVINST 3710.7S, to keep all flight (individual flight-by-flight or historical) data for service members who have logged flight time for current year plus the 30 previous fiscal years and any archived data dating back 40 years. 

