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CHAPTER 7

PROTECTION OF SAFETY INFORMATION

7000.  INFORMATION.  Commander, Naval Safety Center (COMNAVSAFECEN) is the Department of the Navy's (DoN) sole release authority for privileged safety investigation information.  This ensures commanders and safety officials can obtain accurate mishap information to promote safety and readiness.  Obtaining safety information is dependent upon protecting privileged information against use for other than safety purposes.  Violations of this trust will destroy the credibility of the safety programs that have based their success on the ability to protect privileged information.

7001.  PURPOSE.  Provides information on the concept of privilege pertaining to safety information, the authority for the dissemination of safety information, and procedures for obtaining it.

7002.  CONCEPT OF PRIVILEGE.  Military and federal courts grant protection under executive privilege to the analysis, conclusions and recommendations of command safety investigators, members of Safety Investigation Boards (SIB), and Safety Investigation Report (SIREP) endorsers.  Additionally, information given by witnesses under promise of confidentiality to safety investigation boards is privileged.  The concept of privilege:

1.  Encourages safety investigators and the endorsers of safety investigation report SIREPs to provide complete, open, and forthright information, opinions, causes, and recommendations about a mishap.  Rationale for designating safety investigation information as privileged is more important than the rationale for encouraging witnesses.  Every investigation involves SIB members, endorsers or command safety investigators.  Not every mishap has witnesses who would require an assurance of privilege as encouragement to make a statement.

2.  Overcomes any reluctance of an individual to reveal complete and candid information to an investigator about the events surrounding a mishap.  They may believe the information could be embarrassing or detrimental to themselves, fellow service members, their command, employer, or others.  They may also elect to withhold information by exercising their constitutional right to avoid self-incrimination.  Individual members of the armed forces must be assured they may confide with the investigator for the mutual benefit of fellow service members without incurring personal jeopardy in the process.

3.  Protection of Privileged information.  To continue the revelation, development, and submission of privileged information in SIREPs and endorsements, everyone in naval safety must keep faith with the promises we make while gathering it.  Violations of this trust will destroy the credibility of safety programs that have depended for their success on the ability to protect privileged information.  The following safeguards will help protect privileged information:


a.  Evidence.  Photographs, drawings, maps, charts, videos, etc., a safety investigator stages or annotates are privileged.  Information directly calculated by a safety investigator, or developed at the specific request of the safety investigator, is privileged when that information would reveal the process leading to the development of conclusions, causes, and recommendations.


b.  Investigators.  Command safety investigators and members of an SIB shall not, nor may they be requested to, divulge their opinion or any information gathered during the investigation.


c.  Witness Statements.  Witness statements to an SIB shall not be provided to any activity, except as authorized in this Manual.  Once the witness makes a statement to the SIB, the contents of the statement become part of the SIB's evidence.


d.  Safety Investigation Reports (SIREP).  The preparation of the SIREP requires the command safety investigator or SIB to analyze the information gathered which leads to the development of conclusions, causes, and recommendations.  Therefore, those parts of the SIREP are privileged.  The dissemination of privilege information is discussed in paragraph 7003.

4.  Unauthorized uses of privileged information.  Privileged information shall not be used:


a.  In making any determination affecting the interest of an individual making a statement under assurances of confidentiality or involved in a mishap.


b.  As evidence or to obtain evidence in determining the misconduct or line-of-duty status.


c.  As evidence to determine the responsibility of personnel for disciplinary or administrative action.


d.  As evidence to assert affirmative claims on behalf of the government.


e.  As evidence to determine the liability of the government for property damage caused by the mishap.


f.  As evidence before administrative bodies, such as officer or enlisted separation boards, judge advocate general manual investigations or inquiries, naval aviator or naval flight officer evaluation boards (USN) and field performance boards (USMC).


g.  In any other punitive or administrative action taken by the Department of Navy.


h.  In any other investigation or report of the mishap.

7003.  DISSEMINATION OF INFORMATION.  Unauthorized disclosure of safety information by military personnel is a criminal offense punishable under article 92, Uniform Code of Military Justice (UCMJ).  Unauthorized disclosure of safety information by civilian personnel will subject them to disciplinary action under civilian personnel instruction 752.  Disclosure of safety information is authorized as described below:

1.  Department of the Navy (DoN):


a.  When appropriate, COMNAVSAFECEN or CMC (SD) may extract safety information and issue lessons learned based on reports of safety investigations submitted.  The distribution of the lessons learned depends on the subject.  The privileged status of a SIREP or endorsement shall not restrict the dissemination of essential safety information by COMNAVSAFECEN or CMC (SD).  When a SIREP contains essential safety information based on privileged or personal information, and the information has not been adequately distributed to those in need of the information, COMNAVSAFECEN or CMC (SD) may readdress, redact, or extract critical safety information for dissemination to appropriate agencies or commands.




(1) Readdress.  Readdress the entire safety investigation report (COMNAVSAFECEN or CMC (SD)).  COMNAVSAFECEN or CMC (SD) shall take this action immediately upon receipt of a SIREP to ensure all appropriate senior Navy and Marine Corps commanders are aware of the safety investigation board's analysis of the mishap.




(2) Redact.  Scrub or sanitize identifying information from the SIREP that could link the report with an individual, organization, or mishap, and disseminate the essential safety information remaining in the report.  COMNAVSAFECEN or CMC (SD) shall take this action as soon as practical upon receipt of a SIREP to ensure appropriate DoD, DoN, Navy or Marine Corps commands are aware of the details of the mishap.  (COMNAVSAFECEN and CMC (SD) only)




(3) Extract.  COMNAVSAFECEN or CMC (SD) shall extract the essential safety information from the report and disseminate the information or lessons learned.


b.  Commands requesting data or information for other than safety purposes with which they are appropriately concerned shall forward requests for safety information or SIREPs from Marine Corps, Navy and other DoN activities to COMNAVSAFECEN, Attn: Code 60.

NOTE:

Safety data retrieved directly from the WESS consolidated database via the report function of the Web-Enabled Safety System (WESS) is controlled through Information Systems Security Program password protection criteria.  Data available through the WESS consolidated database does not include privacy or privileged information, unless permission is specifically granted by COMNAVSAFECEN for ad-hoc data search capability.  Example: SIREP Part A reports covering an Explosive Mishap Report (EMR), contained within the WESS consolidated database, may permit each Navy and Marine Corps command receiving EMR notification to disseminate the data to appropriate commands and personnel.


c.  Office of the Judge Advocate General (OJAG):  Commands receiving requests from OJAG shall forward the request immediately to COMNAVSAFECEN, Attn: Code 03.

2.  Department of Defense (DoD):


a.  Safety Centers:  Requests from other DoD safety centers shall be forwarded to COMNAVSAFECEN, Attn: Code 60.


b.  Office of the Secretary of Defense (OSD):  Commands receiving requests from OSD shall forward the request immediately to COMNAVSAFECEN, Attn: Code 02.


c.  Other DoD Commands:  All requests from other non-DoN commands shall be referred to their service-specific safety center, who will forward the request on to COMNAVSAFECEN in accordance with the inter-service MOU.


d.  Department of Defense Law Enforcement Components.  Commands receiving requests from DoD law enforcement components shall forward the request immediately to COMNAVSAFECEN, Attn: Code 03.

3.  Department of Justice (DOJ).  Commands receiving requests from OJAG shall be forward the request immediately to COMNAVSAFECEN, Attn: Code 03.

4.  Other Federal Executive Agencies:


a.  Safety Officers and Centers:  Requests from federal personnel in safety positions, billets, or duty assignments or National Transportation Safety Board (NTSB) and Occupational Safety Health Administration (OSHA) shall be forwarded to COMNAVSAFECEN, Attn: Code 60.


b.  All Others:  Requests from all other federal executive agencies requesting data or information for other than safety purposes with which they are appropriately concerned shall be forwarded to COMNAVSAFECEN, Attn: Code 60.

5.  Congress.  Commands receiving requests from congress, congressional committees, sub-committees or staff members including the General Accounting Office (GAO), shall forward the request immediately to COMNAVSAFECEN, Attn: Code 03.

6.  Courts.  Commands receiving requests or subpoenas of information from courts, whether federal, state, courts-martial, or foreign shall forward the request immediately to COMNAVSAFECEN, Attn: Code 03.  All such requests shall be coordinated with Chief of Naval Operations (CNO) or CMC, OJAG, and DOJ, as appropriate.  COMNAVSAFECEN is authorized to assert the safety privilege to all court requests and orders for safety-privileged information per reference 7a.

7.  State and Local Governments:


a.  Safety Officers:  Requests from state and local governments in safety positions, billets, or duties shall be forwarded to COMNAVSAFECEN, Attn: Code 30 (afloat) or Code 40 (USMC or Navy shore).


b.  All Others:  All other requests shall be considered a FOIA request and forward to COMNAVSAFECEN, Code 03.

8.  North Atlantic Treaty Organization (NATO) and Allied Nations.  Requests from member nations of NATO and allied nations shall be forwarded to COMNAVSAFECEN, Attn: Code 30 (afloat) or Code 40 (USMC ground or Navy shore).

9.  Non-allied Nations.  Unless otherwise directed by COMNAVSAFECEN, all such requests shall be considered a FOIA request and forward to COMNAVSAFECEN, Code 03.

10.  Contractors:


a.  Direct Support of DoD Contracts:




(1) When information is requested by a contractor for direct use in a contract that they currently hold with DoD, the contractor shall be referred to their DoD sponsor to forward the written request to COMNAVSAFECEN, Attn: Code 30 (afloat) or Code 40 (USMC ground or Navy shore).




(2) All forwarded requests shall be replied to via the sponsoring agency.  A uniformed point-of-contact shall be required.  Requests forwarded on behalf of contractors are required to be in writing, regardless of the sponsor.




(3) Under no circumstances shall information or data be released directly to a contractor, including upon the request of the DoD sponsor.  All replies shall be written responses and routed via the sponsor.


b.  All Others:  All other requests shall be considered a FOIA request and forward to COMNAVSAFECEN, Code 03.

11.  News Media.  Commands receiving requests from members of the news media shall forward the request immediately to COMNAVSAFECEN, Attn: Code 08, in accordance with reference 7b.

12.  Releases by an Individual Having Knowledge of Mishap Information.  It is forbidden for anyone with knowledge of the contents of SIREP or safety information to release this information, except as this manual permits.  If an individual having knowledge of privileged safety information or SIREP contents receives a request for information, they should forward the request to their commanding officer, who shall refer the requestor to COMNAVSAFECEN, Attn; Code 03.

13.  National Transportation Safety Board (NTSB) Flow and Dissemination of Information.  Naval parties to an NTSB investigation may relay to their respective organizations information necessary for purposes of prevention or remedial action.  However, no information concerning the mishap or incident may be released to any person not a party representative to the investigation (including non-party representative employees of the party organization), before initial release by the NTSB without prior consultation and approval of the investigator-in-charge per reference 7c.

14.
 Requesters Not Otherwise Specified:


a.  All other requesters shall be evaluated to determine whether their request is in support of a legitimate safety purpose.


b.  Unless compelling reasons are found by COMNAVSAFECEN to consider the requester to be in support of a legitimate safety purpose, the request shall be considered to be a FOIA request.

15.  Release based on the Freedom of Information Act (FOIA).  DoN commands will forward all FOIA requests (or similar requests for information not mentioning FOIA) for safety information they receive to COMNAVSAFECEN, Attn: Code 03, per reference 7d, for action and direct response to the requester.

7004.  REFERENCES
7a. DODI 6055.7 of 3 Oct 00, Accident Investigation, Reporting and Record Keeping

7b. SECNAVINST 5720.44A, Department of the Navy Public Affairs Regulations

7c. 49 CFR 831, Sub-Part C, Exemption for the Leasing Regulation

7d. SECNAVINST 5720.42F, Department of the Navy Freedom of Information Act (FOIA) Program
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